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B Security Baseline Requirements: ETSI EN 303 645 V3.1.3 (2024-09)

B Conformance Assessment Methodology: ETSI TS 103 701 V2.1.1 (2025-05)
B Guidance on Implementation: ETSI TR 103 621 V2.1.1 (2025-07)
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4.1. FIPS 140-3 ¢!

b

FIPS 140-3 2 HOt AEZ|X|Qt 242 U3 DEO HOtg HIISH| {3t =X EEC =2, 22
AZOM AMZ|EE EZESICE FIPS 140-2 Off H|8 FIPS 140-3 2 CHS1t ZH0| CtYst FAYoM T2
of 4 At Zot=El 2ot @ FANEE Ee 2 SC
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4.2. FIPS 140-3 HOt gl

FIPS 140-3 2 &3l DES 4 7HX| HAEQ Uz 22810, 2 2o et 20 @ TALE Q|
A2 M0| &OLZICt, Bhsid |£ | AF3BH= A|FO| YE|HEL B 3 2 HMSIEE MA A,
O] HEe Ctet 22 =2 HIo|A 2 20 HIB| SAt=l 2ot X Zict
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[& 2] FIPS 140-3 22

Requirement Area Security Level 1 Security Level 2 Security Level 3 Security Level 4
Specification of cryptographic module, cry d d security i and normal and degraded
Cryptographic Module modes of operation. Description of cryptographlc module mdudmg all hardware, software, and fi All
Specification services provide status information to indicate when the service utilizes an approved cryptographic algonthm security
function, or process in an approved manner.
Required and optional interfaces. Specification of all
Cryptographic Module Interfaces interfaces and of all input and output data paths Trusted channel
Logical separation of Role-based or identity- .
R%&i;’;xé:"d required and optional roles | based operator R Aok o Multi-factor authentication
and services authentication
m’:;z:";egg% based Approved digital signature
Software / Firmware Security integrity test. Defined :&‘z‘wg‘“w‘ based Approved digital signature-based integrity test
SFMI, HFMI and HSMI. integrity test
Executable code 9
Non-modifiable. Modifiable. Role-based or
Op Limited or Modifiable discretionary access
Control of SSPs control. Audit mechanism
Tamper detection and
Production-grade Tamper evidence. response for covers and Tamper detection and response
Physical Security com ;?m Opaque covering or doors. Strong enclosure or envelope. EFP. Fault injection
pon losure Protection from direct mitigation
probung EFP or EFT

Module is designed to mitigate against non-invasive attacks specified in Annex “F".

Non-Invasive Security Documentation and effectiveness of mitigation - ) B )
techniques specified in Annex “F* Mitigation testing Mitigation tosting
R bit g s, SSP g ion, establishment, entry & output, storage & zeroization
Al SSP port or SSP ag| using app d
S rity Par M. g - m—
Manually established SSPs may be entered or output in Manu:lr:yaaysta:l !bdl'sf :Mf 32’?&:{;;2?"':?;’ u?i:gms;nem“
plaintoxt form kﬁowledge procedures
Pre-op i : soft il integrity, bypass, and critical functions test
Self-Tests Conditional: cryptographic algorithm, pair-wise istency, SW/FW loading, | entry, conditional bypass & critical
functions test
Configuration management system for cryptographic
Configuration module, components, and s
Management documentation. Each uniquely identified and Automated configuration management system
tracked throughout lifecycle
Design Module designed to allow testing of all provided security related services
8 FSM Finite State Model
§ Documentation annotated with pre-|
@ conditions upon entry into module
< Cavalocnane Annotated source code. | Software high-level language. Hardware high-level components and
° P HDL descriptive language postconditions expected to be true
> when components is
g completed
= Testing Functional testing I Low-level testing
Operator authentication using
Delivery & Op i Initialization proced Delivery procedures vendor provided authentication
information
Guidance Administrator and non-administrator guidance
Mitigation of Other Attacks Specification of mitigation of attacks ft:v:mr:eno testable requirements are currently Spec“ut’iicmatlon of mnlgatpn of

1 Xt 1: https://lightshipsec.com/fips-140-3-is-here/
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7. oA A

[5.11-1] Providing a function to easily delete user information.

X User information: password, key, environment configuration information, personal
information, etc.

[5.11-2] Providing a function to easily remove personal information stored in related
services

¥ Case only when the user's personal information (account information, video, etc.) is
stored in a cloud service connected to the device

[5.11-3] Providing concise and accurate user documentation on how to delete personal
information.

X Case only when personal information is stored.

[5.11-4] Providing clear confirmation and successful completion messages for all deletion
functions that the personal information has been deleted.

X Case only when personal information is stored.

[6-1] Providing transparent information on personal information processing.
X Personal information list, purpose/method/subject of use, etc.

X Case only when personal data is processed.

[6-2] Obtaining customer’s consent for personal information processing.

X Customer’s consent must be obtained in a valid manner.

X Case only when personal information is processed based on the customer's consent.
[6-3] Providing customers with the right to withdraw consent to personal information
processing at any time.

X Case only when personal information is processed based on the customer's consent.
[6-4] Personal information processing must be kept to the minimum necessary for the
intended function.

X Case only when telemetry data is collected.

[6-5] Providing customers with information on telemetry data.
X List of telemetry data, purpose/method/subject of use, etc.

X Case only when telemetry data is collected.
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