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Encryption method: AES in Counter mode (AES-CTR)

I Packet Payload I

P: Plain Text

> E: Encrypted Packet

PTK, GTK: 128-bit >

Encryption Key KS: Key Stream XOR

Function
, —Oi AES Scrambling

I Flags | MAC Adr | Packet Number (PN) | Counters |
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Suppose two packets Pl and P2 are encrypted with PTK:
El =P1@KSI and E2 = P2EDKS2

If P1 and P2 were to use same Packet Number (PN), then:
KS1 =KS2

In that case:

El ©@E2=P1@ P2 --- Effect of encryption eliminated!
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Receive packet with

RC=X

ADVERSARY CAN
REPLAY PACKETS
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Enter 4-way handshake stage

PTK-INIT
PMEK = shared master secret
Enter 4-way handshake stage ptk=FALSE

PTK-INIT Msg1 Received

PMEK = shared master secret PTK-START
Calculate SNonce

TPTK = CalcPTK(PMK, ANonce, SNonce) | | Msgl Received
PTK-START ptk=TRUE

Calculate SNonce Send Msg2(SNonce)

Msg1 Received

TPTK = CalcPTK(PMK, ANonce, SNonce) i| Msg1 Received . ‘ Msg3 Received && MIC-Verified &&
Send Msg2(SNonce) Msgl Received IReplayedMsg
Msgi Received Msg3 R_ecewed & & MIC-Verified && PTE-NEGOTIATING
'ReplayedMsg PTK = TPTK
PTK-NEGOTIATING Send Msgd() N
PTK = TPTK J/uncondm‘onaf Msg3 Received &&
Send Msg4() K FTR-DONE MIC-Verified &&
lunconditionaf Msg3 Received && if ptk == TRUE 'ReplayedMsg
PTK-DONE ?'Rﬂc'lvfri;d && MLME-SETKEYS request(PTK)
MLME-SETKEYS.request(PTK) -neplayediisg || MIME-SETKEYS.request(GTK)
L MLME-SETKEYS.request(GTK) ptk=FALSE
802.1X:portValid = TRUE §02.1X::portValid = TRUE
HOHE N H ZoPH WM =
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HAE Zat

T K| S

HAE o2 HAE A3JEE

4-way handshake Key Reinstallation -
CVE-2017-13077 / Y s Fof %z
PTK-TK, TPTK, TPTK (Random Anonce)
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CVE-2017-13078 4-way handshake Key Reinstallation-GTK Flof ¥z
CVE-2017-13080 Group key handshake Key Reinstallation Flof ¥z
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