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CVE-2018-6294 Unsecured way of firmware update in Hanwha Techwin Smartcams s A=
Unencrypted way of remote control and communications
CVE-2018-6295 ) } S A=
in Hanwha Techwin Smartcams
An undocumented (hidden) capability for switching the web interface
CVE-2018-6296 ) i S A=
in Hanwha Techwin Smartcams
CVE-2018-6297 Buffer overflow in Hanwha Techwin Smartcams sl a=lt
CVE-2018-6298 Remote code execution in Hanwha Techwin Smartcams sl a=lt
CVE-2018-6299 Authentication bypass in Hanwha Techwin Smartcams sl a=lt
CVE-2018-6300 Remote password change in Hanwha Techwin Smartcams sl a=lt

Arbitrary camera access and monitoring via cloud

CVE-2018-6301 ] ) sz =
in Hanwha Techwin Smartcams
Denial of service by blocking of new camera registration
CVE-2018-6302 HES

on the cloud server in Hanwha Techwin Smartcams

Denial of service by uploading malformed firmware .
CVE-2018-6303 ] . sz =
in Hanwha Techwin Smartcams




O Hanwha Techwin

6, Pangyo-ro 319 beon-gil, bundang-gu, Seongman-si, Gyeonggi-do, 463-400 Rep. of KOREA
TEL 82.70.7147.8753 FAX 82.31.8018.3740 www.hanwha-security.com

574X 08§ 0|4 (CVE-2018-6302)
~ ot Qe

st7kX| O]#:(CVE-201

8-6302) Ftolat xpHOf 9IS
A7 FHEtt Aol 52 Al 52

2 xajots ARgO| opLm,
2 wels 4 e A& AR BHo| O3t ol

ot 2ILIC.
3. g A=

oteh HAR2 LHE HOF FopHol Aol A0l FH2t M8 2XNE HS 2ot
HotS 4t o8 YLCh

U HOF F OFX(CVE-2018-6302)0f CHBH

ot ERMS Mt

HolE HE %35

Ol:]' HS)
2 388 o8t
H

IME A% YHOlEE™ AYLICH



