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Use Device's Default Name
Oon @ off

Date/Time
Date Format | 2016-12-20

Capture

gl

Ex

Time Format | 01:54:46 -

Path |c:\Program Files (x86)\Wisenet\SSM\Console\Capture

II' [] Addtional information dialog Popup

REC
Path [C:\Prugmm Files (x86)\Wisenet\SSM\Console\Record

EI [l Addtional information dialog Popup
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Format (O AVI @ SEC [ Use the login p

for ¥ Use Digital Signature

353D
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. St2tE|3 2l Private Root CA At AX| 70| E
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1. & X£7|3F AEHO|A SUNAPI/ONVIF H|ZtA ot
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3.12. Secure Boot
StotH| )2 KMl 7St WN7 &O| EfXfEl 7|7|2 N&t0 2ot stof

L- O
Sl QELICH WN70|= Secure Boot 7]50] LHAE|O] U&SLICE

Secure BootZ, £E8 Al EE K& Z+ 2E O|0[X|Q] HXMF(Digital
Signature)S ZA350ot0, fI/HXRE RE O|0[X|7l AdEl= HS Odt=
C

HOob 7| QlLCt.

i)

71Z0= "o on[X|2E ot Yot WCHH, WN70l= FE O|0[X[Z
TR 45t R OBN AP 4F SAEoF G Al RE
O|0|X|7} BRE EIL

A5 YHEHE2 £E O[0X| MM Al Q15 SignatureES Hiista, Mz FE
Al oY SignatureE ZA3ot ZAEZZdL O|40| gl 4% FEH=S
Nl fel el

— Linux Kernel o

»

, Signature i Crypto Key
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Secure OS
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First étage
Boot Loader
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g 2 o SEi7F Ot Atget
JEf2E 7|7]e] sE=7[=tE A0 V|V[e] 4855 X7|=ote AO|
2RELICE OfFEA dot 7] JHTICRE StotH AR 77| B2
e 2oF =75 €dY + ASLIL

'—1|E°JEi *E”é* &Open SDK 7Hl o 4
oHEF dEe ME SHSH| s 2% WESRA 4-d 0|0 AX|E Open SDKZt
MelE MEE X7|9t )

3) Z7|=t HE 2H

Factory default [ Except network parameter & Open Platform

Reset

2. A~E 23¢9l 7|5 HEdzt
oielE|ARiol FHojato|ME AR O[St HIYM=TL ‘guest'ol A2E

270 7lss Mot UsUbh o AXE AE2 Aot dHottts
512517| W20 09 HEEO|X|BH AAE 29l 7|50] BAE O AUS
B s7b WX 92 AIBKIO|H TN AE0| LI 4 Yooz Y
7150 28Rt 4% YEA AXE 219 Jss HlEdeA|F|lE A0
gt

- AF(P Ztoi2h

72 - ARBA - AAE 4F
Guest settings [] Allow guest access
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43. 215 Q= RTSP €& & H|Zd3t
O] 7|52 RTSP Ed 2EZE 25 8lO] s7iXe 2822 XS5
A0l= FESHX|T S7F X R AMBAIZ2RE RTSP Y AEE
Bostn MNCOHE BtEAl 215 gle RTSP Y12 318 7|52 HIZHA7]
0] EagtL|ct.
) 7|2 - AFRR - O1F M
2) 215 Ql0] RTSP 12 & LIEH S|
Authentication setup [] Allow RTSP connection without authentication
44. DA HEFHAE H|ZA3
HEIFHAE AHEE K| HSts 7|22 RTSP Z2EES0| s 482 &
AGULE ofld MB|A7F S 200D S5 Hot HotE ?lsi AH|
sl 285 MH SiMSI= S gL C
) 712 - HCQ ZEmY . HEFAE
) HEIZHAERTSP)2| A& &F ofiAl
3) H& HE 28
Multicast Multicast (RTSP) [ Enable

IP address

Port

TTL

Apply Cancel
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[
4.5. OJAF2 DDNS H|&M 3}
ZtH2F7F DHCP HiAlo] #Hol2
X AZAE|0f A= AL, SO M
0] AL AtEAE HZ
_I

HZ2| IDE ARE

O|L} DSL 2H =2 ppPoE ZHE0

[l =
offe MH[A7F =2EQotCn HAEH HOF HoE fof MH|A 7[S9
285 U8 SiMSt== gLt

) HIEYA — DDNS — AtE Qtah A&
2) M8 HE 27
DDNS ® Off
O wisenet DDNS
server ddns.hanwha-security.com
Product ID
Quick connect
© Public DDNS
Server www.dyndns.org ﬂ
Host name
User name
Password
Apply Cancel

4.6. OJAFE QoS H|EH=t

QoS 7ls2 £ IPO| Ot 4 ME SEHS EHSEE fdE
A | 7 7OI-

2dots 7|SYLILL oy AlH|

—

2) QOS2 MYE|Of YU 1P ZES MEY = AF|

3) HE HE =9
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47. O/AIE FTP H|EAM 3}

FTP 7ls2 YEO[L O|#IET} 2o 2ol &S
olgjXl2 dd8& FIP MEES Sl d&oh7| gt 7IsYLILh of
ME[A7F =2 P AEE HoF HetE ?loh AMHE|A 75l 28

S
U SiMSt=S =FL(C

mo ol rh

1) OJ#IE — FTP/E-mail — FTP 47
2) 28E MH =2, 1D, HlEHE YEE MA
3) & HE 29

4.8. O/ALE SNMP H|ZM3}

SISIEIARIO] 77|52 SNMP vi, v2c X v32| 7|52 SAlof R|etLct,
SNMP A{H|AZ} SEQSICtD MZC|B &ob 32 Q8 AH|A 7|59
MHMS Med sim|StE = gLt

- 4

1) WERZ — SNMP
2) SNMP v1, v2c S v3 MEH x|

SNMP

SNMP v1/fv2c SNMP v1 []Enable
SNMP v2c [] Enable
Read community
Write community

SNMP v3 Only operates when the SSLITLS is authenticated.
SNMP v3
Password
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49. OJAtE Link-Local IPv4 =2 H|Z2Hd3}
d3-2Z4 Ipv4 T Ahs 7Y 7152 DHCP ME £2 IPE €& 2K
Rote I-ZHAYES AKX AL= FH2tt SAENEH  SpLto|
EOI

=2 ALK = TS 2O)hoA  FHH 2O 169.254 xxx.xxx2| 1P
CHot= 7|sYLICH siE AMH[A7F 2EQSICHD WZie[M HoE A

of MB[2 7|52 2485 UE SiMSt== gLt

e
i ujr

40
rx

) HIERIR - Xts IP 4 - & 3-2Z2Z IPv4 T4
2) Ats A™ MEH Sfix|

=

—
3) M8 HE 24

Link-Local IPv4 address Auto configure U Enable

IP address

Subnet mask

410. OJAFE UPnP ZAAM H|ZtM3}

UPnP &AM 7|52 UPnP Z2E=S A|-ASt= SC0|AELL 2N M0 A
NS Jthets dMY + UEE X ote 7IsYUth iy AMBE|ATt
sdRotttn AALH HOF Hots flof AMH[A Y59 d¥s dH
ofif[ote= gfLL.

) HEQA — XfE IP A7 — UPNP discovery

2) UPNnP discovery A& MEH Sjix|
3) HE HE =9

UPnP discovery UPnP discovery L1 Enable

Friendly name
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4.11. UIM% Bonjour Hl%“ééﬂ

SC0|TERL 2K A
7 L NEES

r i
of My MY

L

NS0z suzte HuE « 9,15% x| 28}
SLosictn MZEN BOH L2 s Mula 7|
siHStE2 et

-

) WERA — At

Ol

IP 28 — Bonjour
2) Bonjour &7 ME4 K

= =

— =

3) & H

Ju

Bonjour Bonjour [ Enable

Friendly name

412, Z[4 HEQ| TLS ALE

TISE SSL D2EZES 7|Hloz Jjgt=l Z2jo|@E-MB 7ZF OtFMsD
Y=ot 4 IS 2YSt=0 ArEE UL TLIS= 21X 1.0, 11,12, 1322
4710 H{ZFO|l =XHst QUX|TH TLS X7 QI TLS 1.0/1.12 POODLE? &

BEASTSSH 2 Cheyet B0 FofgLict

=

SISIHI Y2 X7| MYUSZE TIS 12138 Mast, ZR Al EF TLS
HE =7 82 M3ota JAEUCH Lt AM8AHS0| HEHSHA MES
AHESE7| RISiM= TLS 1.0/1.2 MEiS SHM[StEE St= 20| Hag Lt
4.13. 2t Bt Cipher Suites At

TLS SHEHO[A 2| Cipher SuitesE &0t TLSOIAM AtESt= QEM AS
2 HIOE7] wEtyA], 7] Y=t 3 28 LA, HAA] IS0 Chist
YA CHsll SeiOo[RE-MHZE =F YolE oA I, Fx&= CHiad
dE L

2 POODLE #2fH: Padding Oracle On Downgraded Legacy Encryption2| 2AXIZ2, T4 Aot 7|# S 488 = UA st T2ZEE L2 0|E FH

3 BEAST #|2FH: Browser Exploit Against SSL/TLSS| %ALZ, HE QK EEFRXO|A HTTPSS| 7|58 si=stn ZatEQl EFZIO| MME sto|x|Z

L X
e HorH

oN
ot

Copyright (© 2020 Hanwha Techwin. All rights reserved 20



4. B Hl wiseneT

ASM HE g5 s
ASM HE
(Authentication) 28 w4y HAIX] QI (REA)

Z2EE 7| mEy Hgr1g o8
£5 usst wA

rol%e] o] o : : = =
SIS A2 TLS 1.2/1.3 7|& Cipher Suites& Of2iet Z0| HM3stn
AL

UqsLICH
W TLS 1.2 Cipher Suites
TLS_RSA_WITH_NULL_MD5 0x00,0x01 |Compatible NULL-MD5
TLS_RSA_WITH NULL_SHA 0x00,0x02 |Compatible NULL-SHA
TLS_RSA WITH AES 128 CBC_SHA 0x00,0x2F |Compatible AES128-SHA
TLS_DHE _DSS_WITH AES_128_CBC_SHA 0x00,0x32 |Compatible DHE-DSS-AES128-SHA
TLS_DHE RSA_WITH AES 128 CBC_SHA 0x00,0x33 |Compatible DHE-RSA-AES128-SHA
TLS_DH_anon_WITH AES_128_CBC_SHA 0x00,0x34 |Compatible ADH-AES128-SHA
TLS_RSA WITH AES _256_CBC_SHA 0x00,0x35 |Compatible AES256-SHA
TLS_DHE DSS_WITH AES 256_CBC_SHA 0x00,0x38 |Compatible DHE-DSS-AES256-SHA
TLS_DHE RSA_WITH AES_256_CBC_SHA 0x00,0x39 |Compatible DHE-RSA-AES256-SHA
TLS_DH anon_WITH AES_256_CBC_SHA 0x00,0x3A |Compatible ADH-AES256-SHA
TLS_RSA_WITH_NULL_SHA256 0x00,0x3B |Compatible NULL-SHA256
TLS_RSA WITH AES 128 CBC_SHA256 0x00,0x3C |Secure/Compatible [|AES128-SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 0x00,0x3D |Secure/Compatible [AES256-SHA256
TLS_DHE DSS_WITH AES_128 CBC_SHA256 0x00,0x40 |Secure/Compatible [DHE-DSS-AES128-SHA256
TLS_DHE RSA WITH AES 128 CBC_SHA256 0x00,0x67 |Secure/Compatible [DHE-RSA-AES128-SHA256
TLS_DHE DSS_WITH AES_256_CBC_SHA256 0x00,0x6A |Secure/Compatible |DHE-DSS-AES256-SHA256
TLS_DHE RSA WITH AES_256_CBC_SHA256 0x00,0x6B |Secure/Compatible |DHE-RSA-AES256-SHA256
TLS_DH_anon_WITH AES_128_CBC_SHA256 0x00,0x6C |Secure/Compatible [ADH-AES128-SHA256
TLS_DH anon_WITH AES_256_CBC_SHA256 0x00,0x6D |Secure/Compatible [ADH-AES256-SHA256
TLS_RSA_WITH_AES_128_GCM_SHA256 0X00, 0x9C |Secure/Compatible [AES128-GCM-SHA256
TLS_RSA WITH AES 256_GCM_SHA384 0X00, 0x9D |Secure/Compatible [AES256-GCM-SHA384
TLS_DHE RSA WITH AES 256_GCM_SHA384 0x00. Ox9F |Secure/Compatible [DHE-RSA-AES256-GCM-SHA384
TLS_DHE DSS_WITH CAMELLIA 128 CBC_SHA256 0x00,0xBD |Compatible DHE-DSS-CAMELL IA128-SHA256
TLS_RSA WITH CAMELLIA 256 _CBC_SHA256 0x00,0xC0O |Compatible CAMELL 1A256-SHA256
TLS_DHE _DSS_WITH CAMELLIA_256_CBC_SHA256 0x00,0xC3 |Compatible DHE-DSS-CAMELL 1A256-SHA256
TLS_DHE RSA_WITH CAMELLIA_256_CBC_SHA256 0x00,0xC4 |Compatible DHE-RSA-CAMELL 1A256-SHA256
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA 0XCO, 0x09 |Secure/Compatible [ECDHE-ECDSA-AES128-SHA
TLS_ECDHE_ECDSA_WITH AES 256 _CBC_SHA 0XCO, OxOA |Secure/Compatible [ECDHE-ECDSA-AES256-SHA
TLS_ECDHE _RSA WITH AES 128 CBC_SHA 0XCO, 0x13 |Secure/Compatible |ECDHE-RSA-AES128-SHA
TLS_ECDHE_RSA _WITH AES 256_CBC_SHA 0XCO, 0x14 |Secure/Compatible |ECDHE-RSA-AES256-SHA
TLS_ECDHE_ECDSA_WITH AES 256_GCM_SHA384 0XCO, 0x2C |Secure/Compatible |ECDHE-ECDSA-AES256-GCM-SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 0XCO, 0x23 |Secure/Compatible |ECDHE-ECDSA-AES128-SHA256
TLS_ECDHE_ECDSA_WITH AES 256 _CBC_SHA384 0XCO, 0x24 |Secure/Compatible |ECDHE-ECDSA-AES256-SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 0XC0, 0x27 |Secure/Compatible |ECDHE-RSA-AES128-SHA256
TLS_ECDHE_RSA WITH AES 256_CBC_SHA384 0XCO0, 0x28 |Secure/Compatible |ECDHE-RSA-AES256-SHA384
TLS_ECDHE_ECDSA_WITH AES 128 GCM_SHA256 0XCO, 0x2B |Secure/Compatible |ECDHE-ECDSA-AES128-GCM-SHA256
TLS_ECDHE_ECDSA_WITH AES 256_GCM_SHA384 0XCO, 0x2C |Secure/Compatible |ECDHE-ECDSA-AES256-GCM-SHA384
TLS_ECDHE_RSA _WITH AES 128 GCM_SHA256 0XCO, Ox2F |Secure/Compatible [ECDHE-RSA-AES128-GCM-SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 0XCO. 0x30 |Secure/Compatible [ECDHE-RSA-AES256-GCM-SHA384
TLS_DHE RSA_WITH AES_256_CCM_8 0XCO, 0xA3 |Secure/Compatible [DHE-RSA-AES256-CCM8
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 0XCC, 0xA8 |Secure/Compatible [ECDHE-RSA-CHACHA20-POLY1305
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 0XCC, 0xA9 |Secure/Compatible [ECDHE-ECDSA-CHACHA20-POLY1305

W TLS 1.3 Cipher Suites

TLS_AES_128_GCM_SHA256 0x13,0x01 |TLS_AES_128_GCM_SHA256
TLS_AES_256_GCM_SHA384 0x13,0x02 |TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256 0x13,0x03 |TLS_CHACHA20_POLY1305_SHA256
TLS_AES_128_CCM_SHA256 0x13,0x04 |TLS_AES_128_CCM_SHA256
TLS_AES_128_CCM_8_SHA256 0x13,0x05 |TLS_AES_128_CCM_8_SHA256
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414, OJAHE 202 Y HE gzt

orle Y8 Jls2 Mol 2EE Lo YT £ UAEF Sh=
IS YLICE oiE AMBI2T7F BERSICHD MZUS|H 2ot 23S o) AH|2
Jlso d¥e e ofHStEE UL 2re ¥YH Jse % Hbe
Z2motct Jfg 4Fo| JhsstER oo UFEO Qs %4 ZRnUS
MeEfstol e SfRSIES S 20| ERBL o

Video profile Add
Name Codec Type
MIPEG MJPEG Record / Event
H264 H.264 Default
H.265 H.265
MOBILE H.264
Name H.264
Codec H.264
Profile type Default profile
[J Record profile
[ Digital PTZ profile
[[] Frame Lock profile
I Audio in [[] Enanle I
ATC mode Disable
sensitivity
Limit 50 % (10 ~ 50)
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51 Z|¢ HE EHAAO AENF =l 8 YH|olE

otate| 3@l =M 0|X| (www.hanwha-security.com)S Edi 1Z40| AtEst=

%
8080R EH!
Info HHE

[&l EHRllo] HAE 52FOIO| ‘ts

$H—I Ct. fEH -

o
<2
R

1 2 SUNAPI, ONVIF, UWA, ISP, Open platform &2 HHM HEE =lg
USLICE Software UpgradeE oAM= SetH AR SHO|X[0fA S
Mol HYOE CHRELE 2t Upgrade HES Z&/5t0] YO20|EE
AT A AFEst= ME2l AN HEO| ot x40l & + UEE
HaoiFAl7] HEEfLICE
 www.hanwha-security.com — KEX270 — HE A HO[X] - HYYO COREE
) A|AEl o 9ago|E/AEE — ¢agolE
2) MZQ &xf sw HE ol
3) 44 BE 22510] [IRRE we xA Heo| M
4 gagole HE 22
Upgrade Software Info
Software upgrade
Build number 1.40.00_20190703_R425
SUNAPI 256
ONVIF 186
UWA 26.0_190702
ISP 1.50_190618
Open platform 3.51_190403
Clos
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,Digest 95 &AIS M8t Ql0f ABAL H|UHTE BT o

I
40

$0
>
I
0

el

6 >
sS4l A4 2E ArE8AM HIZEHE Ho | FHGO|H 2% ArE &
HTTP
(Digest 215)

HTTPS
54, QLTS EAl T2EZ AFRSH|(RTSP)
HTTPS 2E O[2l0&= RTSPE Soll VS Ele o LEL|PE oI
25 E|0{0F UL RTSPE 3 YMS B3} B
RTSPE HTTPSE E{Y2st= =750l A& 0 Ct
72t M NVRE & El= 4S8 HTTPSE E25taXt & 4
B0 HTTPS ZEZ MHTIL
= NVRO| HROE Soff RTSP ZEE HHerL|CH
- A (NVR &FO)

MR - P2 - PRt S2 - Y ME - FtojEE

CH

X HTTPS2t SA| X|&

O* A& 7] 2Y)

Protocol (Owisenet ()ONVIF| (@)RTSP

Access Address rtsp://192.168.1.123:443/stream1

D admin

Password

More Detail -

Mode (Otee (Oupe (OHTTP (@)HTTPS

ok Cancel
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5.5. HTTPS (AtA| QB M ALE)
F|& HOF M& HIAL HTTPRE HTTPSE SA|0| X|EL|CH HTTPS(AHA|

& A2
QISA AHE)2 SRR RINA HEsts AMl 2ISME ARESHO 7|7[2t
SCO|EZrS] Hol &S & = A= diF= 7[SYLILE HTTPS (At
CIBME At8otes 2o & ZE)E dHy ZR0= 717|0 WEE XA
CISA7 B & EE Al MEEA EHH AMEAZE EEo USME
s=

EQF — HTTPS — EO¢F M=
2) HTTPS (AtM| IS ME AtESH= 2oF & ZE)S HH
3) H& HE 24
Secure connection system HTTP (Do not use a secure connection)

HTTPS (Secure connection mode using a unique certificate)

[]1Change host name

[] Mutual authentication

[C]HTTPS (Secure connection mode using the public certificate)

5.6. HTTPS (&2l 9IFZ A AlE)

SIStH|ARIOM KMsots AHM| QISAME ARESHA| R4 AREARZE AR 9
S0 2IBME AHY S5O0 77|k SE0[fEe] Het &= o
UAEE = 7[sUULL 3¢ 2A8M ZXE &of 32 ASMAY
NelZIE SSotE HTITPS (52 ASAME A8ste 228 ¥% EE)S
HEWSHE A0| 7tsoliXN s58t 2 ASAet 7hel7[7r 2oF g% 2E
Al AFEEIAl ELIEE

) HEQZ — HTTPS - &0 QS AM AX|

2) (ISM Ol €% = ASA M M8 52 ASME XIF
3) 71 ol AL JHRl7] XS = AX HES 29
4 HTTPS (52 ASME A8ots EQ % 2E) Y = 48 HE 24
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X HTTPS (&2 2ISAME AtEE 22t &% HE)

Ze0t e JISEILC
558 3

PIZA O] AlAl= HTTP (&2

M4 90)2 Ha

Of & =&
L H

o

20 ISAY HOIZIE MFT B FP

g2e S=g

o/

!
O L

i

AT HES

ISt

o/
M=

SggtLch &2

ArE 2rel)OILf HTTPS (AHA] 2ISAIE Al&dh= Zof
SRO0NEH Ax2F ZFS gfL L.

Install a public certificate Name for the certificate
Certificate file |I|
o ]
Delete
5.7. 7|12 £E ®#3E
HET Hr|o| 7|2 EES SshM AWML 2SI HLE 0ofY)|
fofM= et R & Y2l ZEE Ar8%t= AELHE AF8AIIE ZEE
MAGSHH AHESH= 40| tMetLCH B MIEHes 7|8 ZE B E O
52 HE HSR BZSIEE HUCL 02 S0, Y2ALKE Sof Had
= Qe HTTP YAMHA ZEEZS 800 Ot 800022 HAY HL Tredt
AZh ZR2OO|Lt YHBLKO FAES AN Usle ZHOREEH
FMHA M2 B = JASLCH
0 Basic—IP& 2E — LE
2) HTTP ZLEQF HTTPS ZEES ZiZ} 801t 4430(M &9l ZEZ 4F #¥
3)RTSP ZEQ} MX| EE ZtZf 55491 452004 A9 ZEZ 4 B Y
4) Mg HE 22
1P address Port IP address Port
Port HTTP 0 Port HTTP 8000
Time out ! Enable Time out [ Enable
X EE MAF A SZEO = NI VMSY HZ SHIF 2y + gooe
ofs A& FHIQ A& HLx ZHRILCl EX7F fELA ¥E G2 V2 ZEZ

S781A/7] BYEILICH
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[N |
58.1P ZEHE

3 POl CHoliM HHs o

Of
N
A
rir
N
=i
e,
|.|-|
i
<
o
A
mjo
12
ox
ot

A
T

H
S 1po| M3 AT/ 87 BE{Yo

on

2= pot M2 5E)

— -

Filtering type Filtering type @® peny registered 1P O allow registered 1P

s

Use P Prefix Filtering range

e

Use P Prefix Filtering range

Apply Cancel

4) B7h T 7B P YR P T U PrefiS Y2ASIY @2Zo| WEZ W 2o

XIEH = SE8k= IP T4 Y7 HAIE

Use 1P Prefix Filtering range

® ~ 192.168.0.10 31 192.168.0.10 ~ 192.168.0.11

5) 24 2tz 2 HE HE 28|

X Ip BEE0|N 3{71E MEISIL |pveE AFEEICE HF5H ZR S A% 2/ pCo
IPv4S} IPv6 T8 ZF SE5(0F giLict. 21X 8% 2 pCol IpE HRE 55

T 0 o7t SEe0f ol o] & 4&Fst ISP H= JISELL.
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5.9. TLSE O|&%t E-mail ™&

1) O|HIE — FTP/E-mail — E-mail &%

2) AlB =40 et I O|HE O|0|X|E H&Y o|HY Aol Ip 4 ¥4
3) CIZ AMED TLS AFES AR CZE MY
4) Ol MHO| 2018H7] s &5 AFEAL AlY Dt HZHS

5) TLSE AFESHA| 2= oMY MH ZEO| ZX7V|ZfE 250|X[2 TLSE ArEg 4

6) =AIXf0] 0|D1|°' SAIRE FAS Q2 SARLO| O Y LAR Fa Y2
x ,Hg LA FLO} BN YE PP U MUf HE G oE <8

) Olﬂﬂ%' M= 2t Olﬂﬂ%' L
O[#lE O[O|X|7} E5F Lt

E-mail configuration

5.10. QFMSIAH SNMP AHESH|

SNMP= HES{A CIHO|AE He|stA #2lgd = e 7|s8 M3 L
IE&*OE SISH| A RZ BotAoE sl MEio] 25 SHNZO USLICH
StA SNMPE AHESHY| fISiAM = SNMP v32PH A-sH0] AMESt= A 0|

Hr AL Tl SNMP v3E ARESHIXE St= &% HTTPS HAFo| H

A

(@]
go =

ox Y om rﬁ r
|

|0, @ Mo HTTPS (RHH| QIZA ARE)7b 0|O] MALAS AL Cf
o

= oT
S )~3)2 d=f 7t Lh

=
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SNMP vl & v2ce HEC=Z =l HARLIEl EXE= S8 SNMP 7|50]

) UERR — HTTPS — HOF & ghal

2) HTTPS (AHM| RISME Argot= Hot g% ZE) IE
3) ME HE 28

4) HESZ2 — SNMP

5) SNMP V12t SNMP v2cQ| AHE ME Bifx|

6) SNMP v3 ALE MEf 9l HIZHZ HYHTTPS BE BY = 3 ME Jt5)

SNMP
SNMP v1/v2c SNMP v1 L] Enable
SNMP v2c [] Enable
Read community public
Write community write
SNMP v3 Only operates when the 55L/TLS is authenticated.
SNMP v3 Enable
Password
SNMP traps SNMP traps [] Enable
Community
1P address
Authentication failure notification
Network connection notification
Apply Cancel
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32

v
v
v

Profile
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

Alarm output

Audio out

Password Audio in

Name
user1
user3
userd

Use
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512. 211 FHAs17|

717100 HIQIZHRPE ofolMel SXoz MAAS BRo 2HZ A7
Slof m2lRHe AIAHO| XIEO U= RIS 2AY 4+ ALUCL T
212 Sof 7|7] /ALY BF HZ/OME SO CHYE HEES golg
& qlon, 71712 mae HEYD ALY Hotg £Y £ U= Fad
AEE 8 4 USLCL 21 Co|Ho A L 2A0| E ojft
CHe O 2 LICH

ANARIOIA Saste BE 2X(QF % 29 Zg Zsh7t 7|=ED

[Tt THAT ELCh
CAAEOIA AT 98 U Hot A3 HAO| BTt

AAEQ AAY SRS oISoH=m ASY 4+ ALLIC

RO Al 2T0| WoY HEE WY 4+ UsLCt

Aol ALD HHA| 27 XIRE B8Y 4 UsLC

215 gd % XHN 21 B2t olfstE D YLt

02 SO, HY WS o ALo=z Mifcts HL AWo| U 4
RUED A2 2O(Access Log) HMES SofA CHZel 210l M1 £&
AW By 2 ozt R¥el 3HS HAY 4 st

« MX™P ZtO|2h
CAAED o 20 5 OMA 2O/AAE 2O/0ME 23

Access log System log Event log
Log type All
No. Date & Time Description Information
1 2000-01-01 00:01:45 AdminLogout RTSP admin log out: 192.168.1.225
2 2000-01-01 00:01:19 AdminLogin RTSP admin log in: 192.168.1.225
3 2000-01-01 00:00:25 AdminLogout RTSP admin log out: 192.168.1.225
4 2000-01-01 00:00:19 AdminLogin RTSP admin log in: 192.168.1.225
5 2000-01-01 00:06:51 AdminLogout RTSP admin log out: 152.168.1.123
6 2000-01-01 00:06:47 AdminLogin RTSP admin log in: 192.168.1.123
7 2000-01-01 00:01:42 AdminLogout RTSP admin log out: 192.168.1.123
8 2000-01-01 00:01:38 AdminLogin RTSP admin log in: 192.168.1.123
9 2000-01-01 00:42:47 AdminLogout RTSP admin log out: 192.168.1.123
10 2000-01-01 00:41:14 AdminLogin RTSP admin log in: 192.168.1.123
11 2000-01-01 00:40:30 AdminLogout RTSP admin log out: 192.168.1.123
12 2000-01-01 00:40:26 AdminLogin RTSP admin log in: 192.168.1.123
13 2000-01-01 00:40:24 AdminLogout RTSP admin log out: 192.168.1.123
14 2000-01-01 00:40:21 AdminLogin RTSP admin log in: 192.168.1.123
15 2000-01-01 00:39:54 AdminLogout RTSP admin log out: 192.168.1.123
K< 1 s67 > »
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5D File System Type

Encryption Unencrypted
New password
Confirm new password

@ A forgotten password cannot be recovered but only reset

« Ifthe password is & to 8 characters long. then it must include a combination of at least 3 of the following

character types: alphabet letters with uppercase or lowercase, numbers, and special characters.

= Ifthe password is longer than 10 characters, then it must include a combination of at least 2 of the following

character types: alphabet letters with uppercase or lowercase, numbers, and special characters.
= The following special characters can be used: ~ 1@#5%"(_-+=|0{]. 7.
= You may not use more than 4 consecutive characters. (example: 1234, abcd, efc.)

= You may not use the same character 4 or more times consecutively. (example: 111, 1111, aaaa, etc.)
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« Playback StHOA Faf B4 Al
x1 v o
Time 2020-01-06 08 19 © 49 -~ 08 ° 19 |° 59 Type CAVI@ZIP Password Confirm password
03:00 09 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00
Cancel
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6.1.802.1x QUSAM 7|dt M2 X0
HEST AKX, 22x|, 2M ANA

T = 1

stdg +dg = JUSLCL ottty ARl FrHeroN  X[RSkE 802.1x=
OAISME ZR=Z k= HE YA EAP-TLSE AFETLICH AtEStOxt =
4% 802.1xE A¥ots HERI AR/X|(E= E2[X], B4 AP 5)2 802.1x
oIS MH|, 717148 CISAM B 7177t ER5tH T2l &0 71718 215N
X feI7IE 47 HOIXE Sl AX|[L|Ct

1) WESA — 802.1x — IEEE 802.1x

2) IEEE 802.1x ARt MEH

3) EAP EAIZ EAP-TLSE A, EAPOL HHH S 1£&= 22 4%
4) S2tO0[IEQS] 2T A DR} 7HQI7| HIZRHS I

X ook g2 HelZ] ugs AFgelE &7 2/EolA] ot &L

5) 52 IBAME Sl 21F MH2 CA ¢ ASME 24
6) ZE 7|EIo] HZ MOE A8 & S20[QUE ABMeL AHd 7| 24X

x MAE QIS HOIZ|= RADIUS ABISF Client 2|7|ZtS] TLS SX0JBH A EILICH

N E =Z|

IEEE 802.1x setup IEEE B02.1x [ Enable
EAP type EAP-TLS
EAPOL version 1
D
Password

Certificates CA certificates |:| Install Delete | Not available
Client certificate I:| Install Delete  |Not available
Client private Key |:| Install Delete | Not available
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