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MIB A=

StotE| 3 10| A M&33t= OID (Object ID)= CHS b Z&LICEH “enterprise(1)” SHEO| “Stete|3 2
(hanwhaTechwin, 36849)"0| @|X|st1, SHote|A el SHEO| “A|R2IE| AFRIE(securitySolution)”s “1”
oete|0f AELICE securitySolution &HE0l XEZ(Product Family)E22 7=, 0] & HES=2
tHl2HnwCam, 2)et IR (encoder, 4)0l siEdt= MEFS ZEE OIDE AHEstD JASHLICH 2H

OIDE =Qlstz{™ ‘SNMP HM|E ID (HTW_SNMP_Product_ID_ko.pdf)’ EME XA,

40

¥ HU

nE

MIB version 20l A= MZ2 OID (products, 9)7t F7t=|AELICE. O] OID= HA| MSZ0AM MIdst=

£ 7152 stelof ZeefLict.

K

L internet(1)
L private(4)
L enterprise(1)
L hanwhaTechwin(36849)

L securitySolution(1)

- dvr(1)

- nwCam(2)

L nvr(3)

- encoder(4)

- decoder(5)

- accessControl(6)
- sensor(7)

- pcSoftware(8)

L products(9)

Note
S MIB HE2 X Al2|Z 1.40 HH, P Al2|= 1.30 HEEEH X|IBLICt,
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HE MIB AZzt 74| ID= CHS1k Z&LICt stete|afle ME0| MBsts 7|5=0] MAUE 0 JOLY,
HNEDEZE X|st= 7|50| CHELICH tHENOZ, hddStatus?t raidStatus= X &EEX[(NVR, DVR)O{|Af

X|@gct

M= MIB AIZ2} JHA| ID

modelName F;Lﬁxggg:i SRD-1670%, RO
systemInfo
SystemSublInfo
1 fwVersionInfo "V XX XXXXXXXXXXXXK " RO
2 dateTimelnfo "yyyy-mm-dd hh-mm-ss" RW
3 reboot "GMT+hh:mm" RW
4 factoryReset Oor1 RW
5 networkInterface 1to4 RO
6 alarmInputCount 1to 16 RO
7 alarmOutputCount 1to 16 RO
8 sdCardCount 1to5 RO
9 serialNumber XXX RO
avInfo
videoType
1 | videoTypeAtCHO1 "NTSC" or "PAL" RW
2  videoTypeAtCH02 "NTSC" or "PAL" RW
3 | videoTypeAtCHO03 "NTSC" or "PAL" RW
4 videoTypeAtCHO4 "NTSC" or "PAL" RW
64 | videoTypeAtCH64 "NTSC" or "PAL" RW
audioType
1 | audioTypeAtCHO1 “G.711" or “G.726" or “AAC" | RO
2 | audioTypeAtCH02 “G.711" or “G.726" or “AAC" | RO
3 | audioTypeAtCHO03 “G.711" or “G.726" or “AAC" | RO
4 audioTypeAtCHO04 “G.711" or “G.726" or “AAC" | RO
64 | audioTypeAtCH64 “G.711" or “G.726" or “AAC" | RO
channelCount 1to 64 RO
netInfo
net01
1 | macAddress01 XXXKXKXK XK XX RO
2 | ipAddress01 XXX XXX XXX XXX RW
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gateway01 XXX XXX XXX XXX RW
4 | subnetMask01 XXX XXX XXX XXX RW
2 net02
1 | macAddress02 "XXXXXX XXX XX RO
2 | ipAddress02 " XXX XXX XXX XXX RW
3 | gateway02 XXX XXX XXX XXX RW
4 | subnetMask02 XXX XXX XXX XXX RW
4 net04
1 | macAddress04 "XXXXXX XXX XX RO
2  ipAddress04 " XXX XXX XXX XXX RW
3 | gateway04 XXX XXX XXX XXX RW
4 | subnetMask04 XXX XXX XXX XXX RW
3 systemNotification
1 powerNotifcation
1 coldPowerOnDate "yyyy-mm-dd hh-mm-ss" RO
2 warmPowerOnDate "yyyy-mm-dd hh-mm-ss” RO
3 shutDownDate "yyyy-mm-dd hh-mm-ss” RO
4 abnormalStartDate "yyyy-mm-dd hh-mm-ss" RO
2 videoStatus
1 videoStatusAtCHO1 ;?T;gtrs';\ggie%r,,"Disab'e" RO
2 videoStatusAtCHO2 ;?T;gtrs';\ggie%r,,"Disab'e" RO
3 videoStatusAtCHO3 ;?T;gtrs';\sgzs;:e%r,,"Disab'e" RO
4 videoStatusAtCHO4 ;?T;gtrs';\sgzs;:e%r,,"Disab'e" RO
64 videoStatusAtCH64 ;?T;gtrs';\sgzs;:e%r,,"Disab'e" RO
3 otherStatus
1 recordStatus "On" or "Off" or "Fail" RO
2 fanStatus "OK" or "Fail" RO
3 batteryStatus "OK" or "Fail" RO
4 beepStatus "On" or "Off" RO
4 eventStatus
1 alarmInput
1 alarmInput01
1 | alarmInputStatus01 "Low” or “High” RO
2 | alarmInputDate01 "yyyy-mm-dd hh-mm-ss" RO
2 alarmInput02
1 | alarmInputStatus02 "Low” or “High” RO
2 | alarmInputDate02 "yyyy-mm-dd hh-mm-ss" RO
16 alarmInput16
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1 | alarmInputStatus16 "Low” or “High” RO
2  alarmInputDate16 "yyyy-mm-dd hh-mm-ss™" RO
2 alarmOutput
1 alarmOutput01
1 | alarmOutputStatus01 "Low” or “High” RW
2 | alarmOutputDate01 "yyyy-mm-dd hh-mm-ss” RO
2 alarmOutput02
1 | alarmOutputStatus02 "Low” or “High” RW
2  alarmOutputDate01 "yyyy-mm-dd hh-mm-ss" RO
16 alarmOutput16
1 | alarmOutputStatus16 "Low” or “High” RW
2 alarmOutputDate16 "yyyy-mm-dd hh-mm-ss” RO
3 motionDetection
1 motionDetectionAtCHO1
1 ' motionDetectionStatusAtCHO1 "Low” or “High” RO
2 | motionDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 motionDetectionAtCH2
1 | motionDetectionStatusAtCHO02 "Low” or “High” RO
2 | motionDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 motionDetectionAtCH64
1 | motionDetectionStatusAtCH64 "Low” or “High” RO
2 | motionDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss” RO
4 videoAnalytics
1 videoAnalyticsAtCHO1
1 | videoAnalyticsStatusAtCHO1 "Low” or “High” RO
2 | videoAnalyticsDateAtCHO1 "yyyy-mm-dd hh-mm-ss™ RO
2 videoAnalyticsAtCHO02
1 | videoAnalyticsStatusAtCH02 "Low” or “High” RO
2 | videoAnalyticsDateAtCHO2 "yyyy-mm-dd hh-mm-ss" RO
64 videoAnalyticsAtCH64
1 | videoAnalyticsStatusAtCH64 "Low” or “High” RO
2  videoAnalyticsDateAtCH64 "yyyy-mm-dd hh-mm-ss” RO
5 faceDetection
1 faceDetectionAtCHO1
1 | faceDetectionStatusAtCHO1 "Low” or “High” RO
2 faceDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 faceDetectionAtCH02
1 | faceDetectionStatusAtCH02 "Low” or “High” RO
2  faceDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 faceDetectionAtCH64
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1 | faceDetectionStatusAtCH64 "Low” or “High” RO
2 | faceDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss™" RO
6 networkDisconnection
1 networkDisconnection01
1 | networkDisconnectionStatus01 "Low” or “High” RO
2 | networkDisconnectionDate01 "yyyy-mm-dd hh-mm-ss” RO
2 networkDisconnection02
1 | networkDisconnectionStatus02 "Low” or “High” RO
2 | networkDisconnectionDate02 "yyyy-mm-dd hh-mm-ss" RO
4 networkDisconnection04
1 | networkDisconnectionStatus04 "Low” or “High” RO
2  networkDisconnectionDate04 "yyyy-mm-dd hh-mm-ss” RO
7 tamperingDetection
1 tamperingDetectionAtCHO1
1 | tamperingDetectionStatusAtCHO1 "Low” or “High” RO
2 tamperingDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss™ RO
2 tamperingDetectionAtCHO02
1 | tamperingDetectionStatusAtCHO02 "Low” or “High” RO
2  tamperingDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 tamperingDetectionAtCH64
1 | tamperingDetectionStatusAtCH64 "Low” or “High” RO
2 tamperingDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss™ RO
8 audioDetection
1 audioDetectionAtCHO1
1 | audioDetectionStatusAtCHO1 "Low” or “High” RO
2 audioDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 audioDetectionAtCHO02
1 | audioDetectionStatusAtCHO2 "Low” or “High” RO
2 | audioDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 audioDetectionAtCH64
1 | audioDetectionStatusAtCH64 "Low” or “High” RO
2 audioDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss” RO
9 defocusDetection
1 defocusDetectionAtCHO1
1  defocusDetectionStatusAtCHO1 "Low” or “High” RO
2 defocusDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 defocusDetectionAtCHO02
1 | defocusDetectionStatusAtCH02 "Low” or “High” RO
2  defocusDetectionDateAtCHO2 "yyyy-mm-dd hh-mm-ss" RO
64 defocusDetectionAtCH64
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defocusDetectionStatusAtCH64 "Low” or “High” RO
defocusDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss™" RO
10 fogDetection
1 fogDetectionAtCHO1
fogDetectionStatusAtCHO1 "Low” or “High” RO
fogDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 fogDetectionAtCHO02
fogDetectionStatusAtCHO02 "Low” or “High” RO
fogDetectionDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 fogDetectionAtCH64
fogDetectionStatusAtCH64 "Low” or “High” RO
fogDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss™ RO
11 soundClassification
1 soundClassificationAtCHO1
soundClassificationStatusAtCHO1 "Low” or “High” RO
soundClassificationDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 soundClassificationAtCH02
soundClassificationStatusAtCHO2 "Low” or “High” RO
soundClassificationDateAtCHO02 "yyyy-mm-dd hh-mm-ss" RO
64 soundClassificationAtCH64
soundClassificationStatusAtCH64 "Low” or “High” RO
soundClassificationDateAtCH64 "yyyy-mm-dd hh-mm-ss” RO
12 shockDetection
1 shockDetectionAtCHO1
shockDetectionStatusAtCHO1 "Low” or “High” RO
shockDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 shockDetectionAtCHO02
shockDetectionStatusAtCHO2 "Low” or “High” RO
shockDetectionDateAtCH02 "yyyy-mm-dd hh-mm-ss" RO
64 shockDetectionAtCH64
shockDetectionStatusAtCH64 "Low” or “High” RO
shockDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss” RO
13 temperatureDetection
1 temperatureDetectionAtCHO1
temperatureDetectionStatusAtCHO1 "Low” or “High” RO
temperatureDetectionDateAtCHO1 "yyyy-mm-dd hh-mm-ss” RO
2 temperatureDetectionAtCHO2
temperatureDetectionStatusAtCHO02 "Low” or “High” RO
temperatureDetectionDateAtCHO2 "yyyy-mm-dd hh-mm-ss" RO
64 temperatureDetectionAtCH64
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1 | temperatureDetectionStatusAtCH64 "Low” or “High” RO
2  temperatureDetectionDateAtCH64 "yyyy-mm-dd hh-mm-ss™" RO
5 sdCard
1 sdCard01
1 sdCardCheck01 "Not Install" or "Install" RO
2 sdCardFullStatus01 "Not Full” or “Full” RO
3 sdCardFailStatus01 "Normal” or “Fail” RO
4 sdCardFormat01 "OK" RW
2 sdCard02
1 sdCardCheck02 "Not Install" or "Install" RO
2 sdCardFullStatus02 "Not Full” or “Full” RO
3 sdCardFailStatus02 "Normal” or “Fail” RO
4 sdCardFormat02 "OK" RW
3 sdCard03
1 sdCardCheck03 "Not Install" or "Install" RO
2 sdCardFullStatus03 "Not Full” or “Full” RO
3 sdCardFailStatus03 "Normal” or “Fail” RO
4 sdCardFormat03 "OK" RW
4 sdCard04
1 sdCardCheck04 "Not Install" or "Install" RO
2 sdCardFullStatus04 "Not Full” or “Full” RO
3 sdCardFailStatus04 "Normal” or “Fail” RO
4 sdCardFormat04 "OK" RW
5 sdCard05
1 sdCardCheck05 "Not Install" or "Install" RO
2 sdCardFullStatus05 "Not Full” or “Full” RO
3 sdCardFailStatus05 "Normal” or “Fail” RO
4 sdCardFormat05 "OK" RW
6 hddStatus
1 hdd01Status
1 hdd01Check "Not Installed" or "Installed"” | RO
2 hdd01TotalSize "xxxGB" RO
3 hdd01FullStatus ;’;‘%E,F“"""'F“”"' “Under- RO
4 hdd01FailStatus ;’;‘%E,F“"""'F“”"' “Under- RO
2 hdd02Status
1 hdd02Check "Not Installed" or "Installed" RO
2 hdd02TotalSize "xxxGB" RO
2 hdd02FullStatus ;’:%t,,Fu”"’"Fu”"’ “Under- RO
3 hddO02FailStatus "Not Full","Full", “Under- RO

10
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hdd16Status
hdd16Check
hdd16TotalSize

hdd16FullStatus

hdd16FailStatus

usbStatus
usbConn

usbDisconn
usbString

raidStatus
raidArray01Status
raidArray01Check
raidArrayO1Level

raidArray01State

raidArray01FullStatus
raidArray01TotalSize
raidArray01AssembleHDD
raidArray01AssembleCount
raidArrayO1RebuildPercent
raidArray01RebuildRemainTime
raidArray0THDDListToCheck
raidArray02Status
raidArray02Check
raidArray02Level

raidArray02State

raidArray02FullStatus
raidArray02TotalSize
raidArray02AssembleHDD
raidArray02AssembleCount
raidArray02RebuildPercent
raidArray02RebuildRemainTime
raidArray02HDDListToCheck

Raid”

"Not Installed" or "Installed"

"xxxGB"

"Not Full","Full", “Under-
Raid”

"Not Full","Full", “Under-
Raid”

Supported by trap message
usbString

usbString

“Usb Connected”, “Usb
Disconnected”

"Not Use", “Use”

1,56

“Active”, “Degraded”,
“Rebuilding”, “Fail”,
“Building”

“Not Full”, “Full”

“xxxGB"

From “HDDO01” to “HDD16"
2to6

0to 100

0 to 60 (minutes)

From “HDDO01” to “HDD16"

"Not Use", “Use”

1,56

“Active”, “Degraded”,
“Rebuilding”, “Fail”,
“Building”

“Not Full”, “Full”

“xxxGB"

From “HDDO01" to “HDD16"
2to6

0to 100

0 to 60 (minutes)

From “HDDO01" to “HDD16"

RO
RO

RO

RO

RO

RO
RO

RO

RO
RO
RO
RO
RO
RO
RO

RO
RO

RO

RO
RO
RO
RO
RO
RO
RO

MIB A&

11
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SNMP trap2 2t ME0| 22| Z=JH0f| Xte|XHo=z Hiff= SNMP HA|X[Z, Z2% O[HE Wgs X

DVRZI NVR2 YutXQl SNMP trap EtRE X[StH & 5742 Et(coldStart, warmStart, linkDown,
linkUp, %! authenticationFailure)2 X|@ELICE 702t &2, linkDowng H|2[$t 4712] 2EHEQl

SNMP trap Ef@i(coldStart, warmStart, linkUp 3! authenticationFailure)S X[ gL|LC}.

X|¢st= SNMP trap EFI2 ofzf{et ZH&LCh.

= coldStart: coldStart trap HIA|X|= HMZO0| ChA| A|Z{SH0] BFO[L} 30| HAEUASE 20l
LICt.
= warmStart: warmStart trap HA|X|l= HE0| CHA| A|ZSIRIQLE MFO[LE 210 HARX] QR

22 ol0[Lch

= linkDown: linkDown trap HA|X|= MZ2| A0 ZE o SA M2 Fof 027 LAMS

£ o|0[Lct.
= linkUp: linkUp trap HAIX|= ®Z2l &0 Zetel S4 o] EUUSS 20|t

= authenticationFailure: authenticationFailure trap HA|X|[= T2EZE HA|X| $2AX7t QIBE|
X 4gA2BE olofgLct.
HE®Z FtH2t= MZ0| USB ClHIO|A HZA0| 2tHTt trap2 X|&ILICH
= usbConn: USB C|HIO|ATL AZEASS 2f0|gfL|Ct.

= usbDisconn: USB C|HIO|A AZO| sHH||AUSS o|O|EHL|C}.

12
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SNMP Z{HHE

ototE|3 @l SNMP AHMEE= CH33t Z&LICE
= snmpget: dlid OIDS| G|O|E{Et 7ML= HUE
ex) snmpget -v [version] -c public [ip address] [OIDZ{]
= snmpwalk: 2HHOl 5t9| E2[o] 2= HIO|HE 7= HUME
ex) snmpwalk -v [version] -c public [ip address] [OIDZf]
= snmpset: S{= OIDQ| H|O|Ef Zt2 HHNSt= HUE

ex) snmpset -v [version] -c public [ip address] [OIDZt] [OIDZ} Type]

SNMP HHE

SNMP versions F{HHE 0Of|A]

= SNMP version 1, 2c
ex1) snmpwalk -v 1 -c public 192.168.1.100 system
ex2) snmpwalk -v 2c -c public 192.168.1.100 system
ex3) snmpset -v 2c -c write 192.168.1.100 enterprises.36849.1.9.2.1.2.3.0 s “OK"

- Option &9

-v: snmp version to use (1 | 2c | 3)
-c: set the community string

- Types of OID values
i INTEGER

u UNSIGNED

s STRING

x HEX STRING

d DECIMAL STRING
n NULLOB]

o OBJID

t TIMETICKS

a IPADDRESS

b BITS

= SNMP version 3
snmpwalk(snmpget) -v 3 -u [name] -I [level] -a [auth protocol] -A [password]
[ip address] [OID Z]
ex1) snmpwalk -v 3 -u admin -I authNoPriv -a MD5 -A admin4321 192.168.1.100
system
ex2) snmpset -v 3 -u admin -l authNoPriv -a MD5 -A admin4321 192.168.1.100

13
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enterprises.36849.1.9.2.1.2.3.0 s “OK”

ex3) snmpwalk -v 3 -u admin -I authNoPriv -a SHA-256 -A admin4321 192.168.1.100
system

ex4) snmpwalk -v 3 -u admin -l autoPriv -a SHA-256 -A admin4321 -x AES -X
admin4321 192.168.1.100 enterprises.36849

ex5) snmpset -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849.1.9.2.1.2.3.0 s "OK"

- Option &9¥
-u: security name
-I: security level (noAuthNoPriv | authNoPriv | authPriv)

-A: authentication protocol pass phrase.
-a: authentication protocol (MD5 | SHA-256)

Note
SHA-256 215 TZEZ2 X Al2|= 2.00 HH, P Al2|= 2.00 HEEE X|&gt|ct,

14
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SNMP 2|2} 22} of|x|

SNMP Query

b#2|2 Ol H LT,

(o

SNMP ZItE 27| 2|
#!/bin/sh
target_ip=192.168.1.100

echo

eCho "#####HHHHHHHHHHAHHHH"
echo $target_ip

eCho "###H#HHHHHHHHHHHFHHHA"

r

echo
echo " MIB Tre@----------mcmcmememeeee "
echo "iso.org.dod.intenet.private.enterprise (1.3.6.1.4.1)"

echo " ~.hanwhaTechwin.securitySolution.products (~.36849.1.9)"
echo "

echo

echo "[ME4Y, HE ID, 82 T A AIZH MBE]"
snmpget -v 1 -c public $target_ip sysDescr.0
snmpget -v 1 -c public $target_ip sysObjectID.0
snmpget -v 1 -c public $target_ip sysUpTime.0
snmpget -v 1 -c public $target_ip sysName.0

echo

ech@ -~ Disk Information---------------------
echo "[Flash T|22|2| K| &, Al F¢l 2, Hot A= 8, A HIE]"
snmpget -v 1 -c public $target_ip dskTotal.1

snmpget -v 1 -c public $target_ip dskAvail.1

snmpget -v 1 -c public $target_ip dskUsed.1

snmpget -v 1 -c public $target_ip dskPercent.1

echo

echo "[Ram H|Z22|2| 37|, A& F2l 37|(integer * 1K = xxxKbytes)]"
snmpget -v 1 -c public $target_ip hrStorageDescr.1

snmpget -v 1 -c public $target_ip hrStorageSize.1

snmpget -v 1 -c public $target_ip hrStorageUsed.1

15
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echo "[/ CIAER|Q 37|, At& &¢I 37| (integer * 4K = xxxKbytes)]"
snmpget -v 1 -c public $target_ip hrStorageDescr.31

snmpget -v 1 -c public $target_ip hrStorageSize.31

snmpget -v 1 -c public $target_ip hrStorageUsed.31

echo "[/mmt/mmc(SD Card) CIEIE2| 27|, AH& &2l 37| (integer * 4K = xxxKbytes)]"
[SNB-6004, SNB-6003, SND-6084, SND-6083, SNO-6084R, SND-6084R, SNV-6084R, SNV-6012M]
snmpget -v 1 -c public $target_ip hrStorageDescr.41

snmpget -v 1 -c public $target_ip hrStorageSize.41

snmpget -v 1 -c public $target_ip hrStorageUsed.41

[Other Models: 60044 0| Of-l EE]

snmpget -v 1 -c public $target_ip hrStorageDescr.36
snmpget -v 1 -c public $target_ip hrStorageSize.36
snmpget -v 1 -c public $target_ip hrStorageUsed.36
echo

echol--~-—=-=-——-—-—- CPU Load Information------------------

echo "[12Zt B Fof, 522t B o, 1582 Y Fot]"

snmpget -v 1 -c public $target_ip laLoad.1
snmpget -v 1 -c public $target_ip laLoad.2
snmpget -v 1 -c public $target_ip laLoad.3
echo

echo "[UEQ 3 S2[Mel £, MAC 4, 23 Ez{(bytes), 3 Ezi=(bytes)]"
snmpget -v 1 -c public $target_ip ifSpeed.1

snmpget -v 1 -c public $target_ip ifPhysAddress.1

snmpget -v 1 -c public $target_ip ifInOctets.1

snmpget -v 1 -c public $target_ip ifOutOctets.1

snmpget -v 1 -c public $target_ip ifName.1

snmpget -v 1 -c public $target_ip ifSpeed.2
snmpget -v 1 -c public $target_ip ifPhysAddress.2
snmpget -v 1 -c public $target_ip ifiInOctets.2
snmpget -v 1 -c public $target_ip ifOutOctets.2
snmpget -v 1 -c public $target_ip ifName.2

snmpget -v 1 -c public $target_ip ifSpeed.3
snmpget -v 1 -c public $target_ip ifPhysAddress.3
snmpget -v 1 -c public $target_ip ifInOctets.3
snmpget -v 1 -c public $target_ip ifOutOctets.3
snmpget -v 1 -c public $target_ip ifName.3

16
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snmpget -v 1 -c public $target_ip ifSpeed.4
snmpget -v 1 -c public $target_ip ifPhysAddress.4
snmpget -v 1 -c public $target_ip ifInOctets.4
snmpget -v 1 -c public $target_ip ifOutOctets.4
snmpget -v 1 -c public $target_ip ifName.4

echo

echo "---------eoeeeeee Memory Information--------------------
echo "[MA| HZ22|, Lot A= HEZ2(]"

snmpget -v 1 -c public $target_ip memTotalReal.0
snmpget -v 1 -c public $target_ip memAvailReal.0
echo

echo "----m--mmmmenoee- Test End "
echo

SNMP Result
HES 3 FtH 2t XNZ-63202| SNMP Z1t= ChSot 25U

XNZ-6320 SNMP Output
HAHHBAHHHHBHHHBHBHRHIH
192.168.1.100
HEHHBHBHHHHBHBHHAHHH

otz Li2e MIB TreeZIHQIL|CE,

----------------------- MIB Tree
iso.org.dod.intenet.private.enterprise (1.3.6.1.4.1)
~.hanwhaTechwin.securitySolution.products (~.36849.1.9)

ot

of2f LHEL System Information®LICt. HEAMH, HE ID, BE

£49), MZE0| TA|ELICE

Z1 A|ZH0:10:54.49 10 &£ 54

SNMPv2-MIB::sysDescr.0 = STRING: Hanwha WiseNet IP Camera
SNMPv2-MIB::sysObjectID.0 = OID: SNMPv2-SMI::enterprises.36849.1.9
DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (65449) 0:10:54.49
SNMPv2-MIB::sysName.0 = STRING: XNZ-6320
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Otz L& Disk Information®LICt Flash HIZ2|Q] MA| ZH2F 678G), AR 7Hs 22H2F 63G), A

89t (2f 579G), AHZ HIE(90%)0| HEA|ELICE

UCD-SNMP-MIB::dskTotal.1 = INTEGER: 711016128
UCD-SNMP-MIB::dskAvail.1 = INTEGER: 67092156
UCD-SNMP-MIB::dskUsed.1 = INTEGER: 607223936
UCD-SNMP-MIB::dskPercent.1 = INTEGER: 90

of2ff LHE2 Storage InformationL|Ct.

HOST-RESOURCES-MIB::hrStorageDescr.1 = STRING: Physical memory
HOST-RESOURCES-MIB::hrStorageSize.1 = INTEGER: 96788
HOST-RESOURCES-MIB::hrStorageUsed.1 = INTEGER: 36908

RAM HZ22| 37|(96788x 1K = 99119012Bytes), At& 2 37((36908x 1K = 37793792Bytes)7t HA|
gLt
HOST-RESOURCES-MIB::hrStorageDescr.31 = STRING: /

HOST-RESOURCES-MIB::hrStorageSize.31 = INTEGER: 177754036
HOST-RESOURCES-MIB::hrStorageUsed.31 = INTEGER: 151800863

| CIlE2|e| 37((177754036x 4K = 711016144Kbytes), AF2 &2 37((151800863x 4K =
621776334848Kbytes)7t HEA|E/L|C},

HOST-RESOURCES-MIB::hrStorageDescr.36 = STRING: /mnt/logdb
HOST-RESOURCES-MIB::hrStorageSize.36 = INTEGER: 1024
HOST-RESOURCES-MIB::hrStorageUsed.36 = INTEGER: 209

/mnt/mmc(SD Card) CIEE{2|2] =3 7[(1024x 4K = 4096Kbytes),, A& & 37|(209x 4K =
836Kbytes)7t HEA|ElL|CE,

otz LH< CPU Load Information®!L|C},

UCD-SNMP-MIB::laLoad.1 = STRING: 0.00
UCD-SNMP-MIB::laLoad.2 = STRING: 0.09
UCD-SNMP-MIB::laLoad.3 = STRING: 0.06
laLoad.1 & 1 27t WHE3t, laLoad.2 = 5 27t HE3t, laLoad.3 2 15 27 B
Ch. &, CPU 17HE Z2M|ATF siE A2t St WaEe =z H Ji7F S&ELD JAU=X
£ =0 laLoad.1 0] 1.50 O|H 15¢t HAXOo= TZMA 1747} Active ¥

MAE tHIILERS S EHFELICE 225 IHEsH HEidS olOjglL|ct,

SHE LEHEHL

i

Aot ELICt o

o
2
$0
£9
R
o
(9]

el ==

o2l LH2E Network Interface Information®lL|LC}.
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IF-MIB::ifSpeed.1 = Gauge32: 10000000
IF-MIB::ifPhysAddress.1 = STRING:
IF-MIB::ifInOctets.1 = Counter32: 0
IF-MIB::ifOutOctets.1 = Counter32: 0
IF-MIB::ifName.1 = STRING: lo

IF-MIB::ifSpeed.2 = Gauge32: 100000000
IF-MIB::ifPhysAddress.2 = STRING: 0:9:18:70:9b:e0
IF-MIB::ifInOctets.2 = Counter32: 23640565
IF-MIB::ifOutOctets.2 = Counter32: 1294399
IF-MIB::ifName.2 = STRING: eth0

IF-MIB::ifSpeed.2 = Gauge32: 1000000002 HE 32l 22|FQl £X(100Mbps)S LtEHHEH, MAC
F2(0:9:18:70:9b:e0), Y E2HT(3237762 bytes), £ E2HT|(135629515bytes)0| EA|ELICE

of2ff LH2 Memory Information®L|Ct.

UCD-SNMP-MIB::memTotalReal.0 = INTEGER: 96788 kB
UCD-SNMP-MIB::memAvailReal.0 = INTEGER: 61164 kB

MA| H22|(96788 kB), =Otl= HIZ2[(61164 kB)7t HEA|ZICE,
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SNMP MIB VER.2.3 7}0|=

SNMP HIAE

et

tole| 2

SNMP HME

2l SNMP MIBE S¢lf A|lAH, O[HE, HO|H M& HX| o §EE 23 +

snmpget2 @A & mis siE OID OX[2o| .02 E0{A Ayt

SNMP HIAE

SLICh

MIB version 18 Ar&3t:1 QUCHH, 2 CIHO|AE MIB 2= ‘SNMP MIB 7I0|= 2 V1.0
x

= OID =27t SESHH, Al O|EC 2= SEGHK| Y&LICH L SNMP HMHE
A

snmpwalk Command

SNMP v1: snmpwalk -v 1 -c public 192.168.1.100 enterprises.36849
SNMP v2c: snmpwalk -v 2c¢ -c public 192.168.1.100enterprises.36849
&

public2 si{Z ClHtO|A FO0|M MAESE read community OIS RILICEH

SNMP v3: snmpwalk -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100

enterprises.36849

Note

SNMP version32 AME3I2{H ClHIO|A EROOAM HL ZES HTTPS Het H&

gfLict.

SNMP version32| 1D} HZHS x7|7t2 2
o| SNMP #7F Ho[X|of o HF

et

2t adminzt admin4321QL|C}t H|YHS

HA =
+ AOM %A 8Xt O|MOZ X|HsHOF BL|CH.

SHA-256 215 TZEZL2 X Al2|= 2.00 HH, P Al2[= 2.00 HEEE X|&gt|ct,

|-

2=

o2 MEs|of

CiatolA 2l

snmpget Command

SNMP v1: snmpget -v 1 -c public 192.168.1.100 enterprises.36849.1.9.1.0
SNMP v2c: snmpget -v 2¢ -c public 192.168.1.100 enterprises.36849.1.9.1.0
=

public2 szt C|HtO|A R0 A MAES read community O|2L|Ct

SNMP v3: snmpget -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100

enterprises.36849.1.9.1.0
<Z3t Zf> SNMPv2-SMI:enterprises.36849.1.9.1.0 = STRING: “XNZ-6320"
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snmpset Command

= SNMP v1: snmpset -v 1 -c public 192.168.1.100 enterprises.36849.1.9.2.1.2.0 s “2011-10-30
11:40:31"

= SNMP v2c: snmpset -v 2c -c write 192.168.1.100 enterprises.36849.1.9.2.1.2.0 s “2011-10-
30 11:40:31"

S
public2 s ClHO|A 2RO{0|M &St read community O|ERILICE

= SNMP v3: snmpset -v 3 -u admin -l authNoPriv -a SHA-256 -A admin4321 192.168.1.100
enterprises.36849.1.9.2.1.2.0 s “2011-10-30 11:40:31"

<Z1t Zf> SNMPv2-SMI::enterprises.36849.1.9.2.1.2.0 = STRING: “2011-10-30 11:40:31"
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